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Don’t Shoot the Messenger

If you've considered security at your site for very long, you've probably
thought about what to do in an emergency. That is, if there is a computer
security incident, what procedures are to be followed during the crisis, who
will be in charge, who will make decisions to cut off services, who will talk
to the media, etc. In fact, discussing and planning ahead for these crisis
procedures is considered to be “industry best practices” and, as such, is
becoming a pretty mundane topic, as it should be. | would have thought so,
too, until just a few months ago, when | heard of a slight twist to this type
of planning that should be considered by all organizations.

Has your organization considered what the procedure would be if the security threat is
within your own walls? That is, do you know who to tell, who makes decisions to cut
off services, etc.? Do any of the procedures differ from those designed for an attack
from the outside? What happens if what has to be said or done is “unpopular” with the
designated decision person? Has this potential conflict of interest been taken into con-
sideration?

Recently, | participated in a security review of a site that had already considered this
potential conflict of interest. In order to address it they have a security incident report-
ing structure that is different from that of the line-management of the security group.
It's actually quite a clever design, which simultaneously incorporates varied user
groups’ computational needs and organization-wide security concerns. At this site, the
responsibility for computer security comes through the C10 and then through the
typical management chain-of-command to the computer security officer. What is
unique in this organization is, in a parallel fashion, computer security issues are con-
sidered through a committee hierarchy: the senior manager’s Committee on Comput-
ing, the Computer Coordinating Committee, and finally the Computer Security
Committee, which is made up of computer and network security specialists and repre-
sentatives of the organization’s computer users groups. The computer security officer
is a member of the Computer Security Committee. In the event of a security incident,
the computer security officer is the one calling the shots. In the event of a computer
security issue, the computer security officer has a committee, already in place, to
report it to. In this way, security of the organization will be placed above the agenda or
best interests of a single individual, or at least it will be openly discussed. Additionally,
the computer security officer is protected from being “the messenger” if the security
concern is about, or within, his or her chain of command.

So, if you haven't taken the time to create crisis-mode procedures for your site, do so
now. If you haven’t considered how such procedures might differ, depending on the
source of the crisis, do that too.
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